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Introduction

Signal interference is one limiting factor in the spread 
of mobile devices and has recently become a jug-
gernaut in driving economic decisions due the �nan-
cial value of the billions of mobile phones that have 
entered the world market in the last 20 years. �e 
shi� from one-way communications, like broadcast 
television, to bidirectional information transmission 
services, like third generation (3G) cellular telephony, 
have created major consumer markets and depen-
dence on mobile services. 

Consumers are constantly demanding more infor-
mation at faster rates with better reliability on mo-
bile devices, which continues to increase noise. �e 
demands create social and economic pressures that 
can drive major policy decisions, like the relicensing 
of some of the television frequencies for mobile data 
during the digital television shi� in 2007. �e already 

high economic value of the spectrum is projected to 
experience rapid growth in the next few years. 

Communication and noise

Standard electronic communication occurs across a 
wide range of frequencies in the radio spectrum (i.e., 
frequencies less than 300 gigahertz) [7]. Typically, 
communication occurs when a sinusoidal electro-
magnetic wave, termed a carrier, is modulated with 
an information signal. When communication involves 
a single carrier frequency, the transmission mode is 
termed narrow band (as opposed to multiple car-
rier frequencies or wideband), and this is the form 
of almost every regulated communication currently 
conducted in the world. 

To this end, the radio spectrum is broken into 
many narrow bands that are then assigned to spe-
ci�c activities such that the physical properties of 
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electromagnetic waves at each frequency (e.g., atmo-
spheric absorption) are suited to the particular com-
munication or industrial use. Broadcasting in narrow 
bands cannot be perfectly achieved. �is can result in 
some spillover that generates some undesired signal in 
adjacent bands. �ese undesirable signals are referred 
to as spurious emissions, and they are a common 
source of noise.

�ese communication waves can be interrupted by 
undesired changes to the signal. �is electronic noise 
is a “random” electromagnetic signal at the frequency 
of interest that can be caused by natural sources. Noise 
is more likely due to another party using the same 
frequency for communication or for intentional jam-
ming; this is typically referred to as interference.

While the physics of electromagnetic communica-
tion are complex, the basics are fairly analogous to 

Speaker  = 

Broadcast message

Neighboring talk = 

Spurious noise

Conversation = 

In-band interference

Listener = 

Intended receiver

Wall quality = 

Filters on the 

receiver

FIGURE 1. Communication across a narrow band frequency (e.g., broadcast television) is similar to giving a lecture in a room of a 
busy conference center. The speaker (dark blue) is transmitting a broad message to the receiver (light blue). A conversation at the 
front of the room represents in-band interference (pink). The walls represent the receiver’s �lter that reduces unwanted signals and 
prevents spurious noise (green) from adjacent narrow bands. 

sound. Consider a conference room that represents a 
single narrow band frequency. Broadcast communica-
tions, like television, are similar to a single speaker 
delivering a lecture in the room. People closer to the 
speaker will hear well because volume is louder, while 
listeners toward the rear of the room may miss words 
or entire sentences. In the same way, radio receivers 
closer to the station receive a strong clear signal, while 
distance receivers may have the station drop in and 
out of reception. 

In that same conference room, there may be heating 
and cooling fans that are running, cell phones ring-
ing, rustling movements and creaking as people adjust 
their chairs, or a plethora of other sounds. �e collec-
tion of these sounds interferes with the listener hear-
ing the speaker and represents natural noise sources, 
like lightning or cosmic radiation. Consider that the 
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conference room is actually in a conference center 
with identical rooms on both sides (see �gure 1). In 
each of those rooms, di�erent speakers are also giving 
talks, and the walls are poor, allowing sound from 
their lectures to come into the conference room. �e 
talks coming through the walls are a form of spurious 
noise, and the quality of the walls themselves repre-
sents the quality of the �lter on the radio receiver. 

Finally, some people are carrying on conversations 
at the same time that the speaker is talking. If the 
listener is nearby, the conversations can completely 
prevent him or her from hearing the talk and repre-
sents noise due to in-band interference. If the listener 
is involved in the conversation and not paying atten-
tion to the speaker, the speaker is a source of noise in 
the conversation. In this way, noise due to interfer-
ence is completely contextual and depends on the 
speci�c communications.

Loosely applying this analogy to real issues can pro-
vide some insight into the impact that noise has on the 
world. Wireless Internet using the Institute of Electri-
cal and Electronics Engineers (IEEE) 802.11 standard 
(i.e., Wi-Fi) typically communicates in the unlicensed 
industrial, scienti�c, and medical (ISM) frequency at 
2.4 gigahertz (GHz). �is is the same frequency that 
Bluetooth, Zigbee, and a variety of other technologies 
also use. 

Fi�een years ago, there were not many people using 
wireless Internet, and the data rates were lower than 
they are today. �is is like a conference room with 
several tables and only a few people scattered through-
out, each having quiet conversations with one another 
with very little di�culty. As time progressed, wireless 
local area network (WLAN) hot spots were installed in 
more places, wireless data rates increased, and tech-
nologies like Bluetooth began to see regular use. In 
other words, the conference room started to �ll with 
more people having louder conversations, and some of 
those conversations were in di�erent languages. 

By 2011, the room was extremely crowded with 
everyone trying to carry on conversations at once. 
If someone is having trouble communicating in the 
room, they have three choices. �ey can: 1) increase 
their volume, 2) move closer to the other person in 
the conversation, or 3) move to another room. WLAN 
users experiencing interference have the exact same 
three choices. �ey can: 1) increase the communica-
tions power, 2) move closer to the wireless router, or 

3) change frequencies. And all three behaviors are 
commonly seen in response to noise. 

Unfortunately, those options are becoming less 
viable. �ere are power limits on transmission that 
prevent the “volume” from constantly increasing, and 
for practical reasons, one can only be so close or have 
so many wireless routers. �at has historically led to 
migration to new frequencies (or empty rooms). �at 
option is becoming less viable because technology has 
now been developed to cheaply utilize frequencies 
up to 6 GHz with relative ease. Due to the physical 
properties of electromagnetic waves, this represents 
the high end of the most desirable mobile frequencies. 
Basically, all of the conference rooms in the center are 
now claimed. �e full conference center is a condi-
tion that will be realized by most urban centers in the 
world sometime before 2020. 

Mobile phones and the ISM bands

�e e�ects of interference that are the most pro-
nounced in the frequency bands are the ones most 
heavily used. Mobile phone bands and ISM bands 
are the two sets of applications that are overwhelmed 
with users and have the greatest driver for increased 
demand. �ey are like loud, overcrowded conference 
rooms with lines at the door. �e interference e�ects 
in these bands will be used as leverage to shi� into 
other bands (similar to the digital television frequency 
auctions), and the �nances associated with mobile 
devices will only continue to increase. For this reason, 
consideration of the future of the spectrum begins 
with mobile devices and then ISM band applications, 
like Wi-Fi.

Consumers worldwide are demanding more mobile 
devices with much greater connectivity. Currently 
there are approximately 6.8 billion cellular subscrib-
ers worldwide with a global shi� away from �xed 
telecommunications infrastructure. In addition to an 
increasing user base, data demands are also grow-
ing. �e bandwidth for these communication types 
will increase by about 100% every 4.4 years. �is 
bandwidth trend is similar to earlier bandwidth gains 
found in broadband Ethernet and WLAN technolo-
gies (see �gure 2 on the following page). Addition-
ally, people are migrating from traditional voice and 
short message service (SMS) communication toward 
smartphones with signi�cant data demands. By 2015 
there will be about 738 million smartphones in use 
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worldwide. Mobile phones will likely communicate 
at all ISM frequencies, all cellular frequencies, and all 
satellite location service frequencies with communica-
tion hardware adapting to meet changing standards. 

Mobile devices have such a dramatic impact 
because of the economic value that the carriers can 
extract. �is value drives frequency allocations and 
subsequently has a dramatic impact on interference. 
�e enormous value of the spectrum coupled with 
a dramatic increase in demand for wireless data will 
have several likely e�ects. �e high spectrum value 
creates inertia in band use by companies already oper-
ating in the market. �is prevents governments from 
rapidly changing the purpose of an allocated license 
because of the extremely negative �nancial conse-
quences. �e same factor drives standardization from 
the International Telecommunication Union (ITU) 
for projected available bands that are o�en released a 
decade before they are implemented. �e last expected 
outcome is a drastic increase in noise in all licensed 
communications bands and in all unlicensed ISM 
bands (e.g., those used for Wi-Fi) [8, 9].  

�ere is a large consumer push to free up unli-
censed or ISM bands to allow for free wireless com-
munication instead of paying mobile operators. �is 
creates political pressures because the most commonly 

used bands fall in the 900 megahertz (MHz) to 5.925 
GHz range, which are also coveted by cellular compa-
nies [10, 11]. �e ISM bands are the most utilized and 
allow for a wide variety of communication protocols 
[12–18]. �is creates signi�cant additional interfer-
ence that cannot be as easily compensated for by a 
single carrier that controls the band. Some forms of 
ISM usage include WLANs, electronic toll collec-
tion, garage door openers, cordless phones, remote 
controls, Bluetooth, burglar alarms, and microwave 
ovens. �e continued proliferation of ISM band uses 
is expected to create drastic interference in all current 
and any new ISM bands that are made available. 

Current communication protocols are expected to 
evolve following historical trend lines. �is suggests 
that the IEEE 802.11ac Wi-Fi standard will be adopted 
around 2015, Bluetooth will continue to evolve, and 
ISM bands may be used for wireless high-de�nition 
television transmission by 2017. Aside from these 
protocol improvements, the large driver of future ISM 
band interference will be information transmission 
[19–24]. �e ISM bands are currently the primary fre-
quencies used for short-range information transfers. 
Particularly, WLANs are expected to o�oad Internet 
tra�c from portable devices when available. �is has 
become more prevalent as mobile carriers have moved 
to pricing schemes in which they charge for data. 

Also, the next decade will see an explosion of 
wireless sensors and supervisory control and data 
acquisition (SCADA) devices that are expected to 
use ISM band wireless communication to transmit 
data to a central node [25, 26]. ISM band noise is 
expected to be particularly pronounced in urban 
and developed environments, as these places tend to 
demonstrate the highest concentration of people and 
short-range infrastructure and will unlikely change 
rapidly due to the signi�cant investment manufactur-
ers and network providers have in the current ISM 
communication protocols.

Other radio uses

�ere are several other uses of the radio spectrum that 
do not involve mobile or ISM applications. Several 
of these applications such as television and radio 
broadcasting, navigation beacons, aerospace com-
munications, emergency services, and certain military 
applications are very well regulated and unexpected 
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FIGURE 2. Paci�c Northwest National Laboratory projects that, 
like Ethernet and WLANs, the maximum bandwidth for cellular 
data transmission technologies will increase by about 100% 
every 4.4 years. [Original �gure created by PNNL.]
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communications that communicate by raising and 
lowering the noise �oor, or even high-frequency 
spectrum used for vehicle-to-vehicle and vehicle-to-
road communications. �ese activities and others are 
expected to continue to proliferate and operate in seg-
ments of the spectrum for speci�c applications with 
limited interference from other unlicensed activity.

�e exception to this is the expectation that electric 
grid communication will experience dramatic growth 
in both deployment and bandwidth within the next 
few years. Power lines are optimized to transmit high 
energy levels over long distances and are not designed 
for communications. As such, high frequencies trans-
mitted along the power lines radiate at similar fre-
quencies, as if being broadcast from an antenna. �is 
is expected to become a signi�cant problem in Europe, 
where power line Internet is a much larger industry 
than in other parts of the world. As communication 
frequencies are increased into the hundreds of mega-
hertz, the radiated power is expected to begin to inter-
fere with several wireless communication technologies 
in proximity to the power lines [39, 40]. 

While spectrum usage is expected to continue to 
expand at a rapid rate, there is no expectation of an 
increase in health risks. �ere have been several stud-
ies investigating the use of cell phones and potential 
links to cancer and other wireless health related 
hazards [41–47]. �ere is no substantial evidence that 
wireless devices inherently cause health risks. Re-
search indicates that the greatest personal risk is due 
to the increase in automobile accidents as a result of 
distracted driving [48]. 

Future projections and 
alternative scenarios

�ere are two major factors in trend projections of the 
spectrum. �e �rst factor is the increase in data de-
mand and in the number of devices that communicate 
wirelessly. �is results in an increase in the number 
of stations and the energy levels necessary to meet in-
creased demand. �is factor increases total noise. �e 
second factor is the licensing of more bandwidth to 
mobile carriers and ISM services. �is provides more 
spectrum to accommodate the demand and results in 
a decrease in total noise [49]. �e most likely noise 
trends are outlined in table 1 on the following page. 

to see signi�cant changes before 2020. Other tradi-
tional radio uses like space-based communication and 
radio astronomy are more likely to be threatened by 
the economic emergence of corporations interested 
in spectrum. 

�e interference caused by the widespread use of 
wireless communication has been in constant con�ict 
with radio astronomers who require extremely low 
background noise to measure anything of signi�cance. 
�is has led to the ITU and most countries adopt-
ing passive radio frequency device policies in which 
limited amounts of spectrum are set aside speci�cally 
for radio astronomy [27, 28]. Any interference in these 
bands is easily detected, and in some areas, the trans-
mitting device is forcibly shut down. 

A similar problem occurs with space-based com-
munications, like global positioning system (GPS) 
signals or satellite radio. �e best bands for satellite-
to-earth communication are the same bands desired 
by mobile carriers and ISM band users. Additionally, 
the atmosphere dramatically attenuates the signal 
from space. �is results in even weak interference 
being able to prevent communication from satellites; 
this is highlighted by the accidental jamming of GPS 
receivers by LightSquared and their fourth generation 
(4G) mobile communications [29]. 

In the next �ve to ten years, the radio astronomy 
frequencies are expected to remain unchanged, but 
satellite communications channels will become more 
crowded as the navigation constellations of Russia 
(Global Navigation Satellite System, GLONASS), 
Europe (Galileo), and China (Beidou) all come 
online [30]. Additionally, amateur satellite bands are 
also likely to increase in use as private companies con-
tinue to develop space transportation.

�ere are several uses for the amateur and emerg-
ing bands aside from satellite communication [31, 32]. 
�ey are commonly used by amateur radio operators 
to attempt to communicate extremely long distances 
using short waves. Amateurs have been able to com-
municate using modems as well [33]. �ere are several 
other historic and emerging uses for spectrum that 
are speci�cally licensed for another application, not 
licensed at all (i.e., white spaces), or licensed for a new 
application. �ese include the numbered radio stations 
that broadcast patterns that are expected to be used for 
espionage communications [34–38], ultra wideband 
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Noise trends suggest that world governments 
should be expected to increase bandwidth allocated to 
wireless and ISM services by approximately 850 MHz 
between 2011 and 2020. It should also be expected 
that these opened bands (and current wireless and 
ISM frequencies) will all exhibit noise �oors that are 
approximately 9 decibels (dB) above the 2011 noise 
�oors of the wireless and ISM bands—especially in 
urban areas.

Assuming these projections are correct, there are 
also several key scenarios that may be of interest for 
speci�c frequencies and applications. �e most likely 
future scenario is made apparent by the accidental 
jamming of GPS signals. LightSquared technology 
follows all bandwidth regulations for their spectrum 
license, but their communications interfere with GPS 
receivers because those receivers were built with less 
expensive �lters that did not expect, and thus did 
not block, high energy levels in the adjacent bands. 
Simply put, the walls between the LightSquared and 
GPS conference rooms are thin, GPS is quiet, and 
LightSquared is very loud. Nobody in the GPS room 
can hear the talk because all they hear is LightSquared. 
�is is not a major problem until other navigation 
satellites are launched because regulators will prevent 
LightSquared technology from being implemented if 
it will hinder satellite navigation. To prevent this, it 
is recommended that better �lters be required on all 
GPS receivers manufactured from this point forward.

It is important to note that it is impossible to 
cancel noise in the spectrum. �e only way to reduce 
interference is to prevent transmission in the �rst 

place. �is creates an interesting scenario in which 
the only desirable bands (i.e., 500 MHz–5 GHz) that 
will have very limited interference worldwide will be 
those set aside for passive radio astronomy. Given the 
growing dependence on wireless communication for 
emergency response, interference to wireless com-
munication could become a crippling threat. For this 
reason, it is expected that several entities may begin 
to develop secondary communication systems that 
are capable of operating in these “passive” protected 
bands, systems that are only activated in an emergency 
or major con�ict.

�e desirable mobile bandwidth of the spectrum is 
already extremely valuable. �e economics of licens-
ing, owning, and deploying devices have become 
in�uential; corporations ranging from Google to 
China Mobile signi�cantly impact spectrum alloca-
tion decisions worth billions of dollars. �e value of 
the spectrum in the third world is rapidly growing to 
match the developed world without the correspond-
ing growth in domestic wealth. �is could lead to a 
situation of economic imperialism where developed 
countries or global companies will be able to purchase 
huge amounts of spectrum in the developing world 
and monopolize the communication infrastructure 
there. Such shi�s could generate political leverage in 
those regions and also create advantages for certain 
device manufactures that make products for those 
speci�c services.

In summary, radio communication has become 
a vital element of everyday life worldwide. Wire-
less communication is extremely commonplace and 

TABLE 1. Noise projections for 2011 through 2020

Year
Total Utilized 

Bandwidth
Data Demand 

(norm.) Data E�ciency
Spectrum 
Capacity 

Hardware Data 
Gain Needed Noise Increase

2010 700 MHz 1 1 1 0 0 dB

2011 750 MHz 3 1.26 1.35 2.22 3.45 dB

2012 800 MHz 9 1.59 1.817 4.593 6.57 dB

2013 900 MHz 18 2 2.571 7.001 8.42 dB

2014 1000 MHz 36 2.51 3.586 10.04 9.97 dB

2015 1100 MHz 54 3.16 4.966 10.87 10.33 dB

2016 1200 MHz 81 3.98 6.823 11.87 10.71 dB

2017 1300 MHz 121.5 5.01 9.304 13.06 11.12 dB

2018 1400 MHz 182.3 6.31 12.62 14.45 11.53 dB

2019 1500 MHz 273.4 7.94 17.01 16.07 11.95 dB

2020 1600 MHz 410.1 10 22.86 17.94 12.36 dB
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depended upon for a variety of activities ranging 
from phone communication to �nding a restaurant 
for lunch. Interference noise caused by extensive use 
of the electromagnetic spectrum is constantly getting 
worse. �is is causing signi�cant economic and politi-
cal pressures as mobile carriers and ISM band users 
try to acquire more spectrum to easily handle the 
greater usage and data rate demands. �is is expected 
to cause an average of 850 MHz of more bandwidth to 
be allocated for ISM and mobile services worldwide 
between 2011 and 2020. Current and future frequen-
cies used for consumer applications should still expect 
an average increase in the noise �oor of about 9 dB 
above 2011 levels, and bandwidth will become so valu-
able that it will be better to use improved �lters in appli-
cations like GPS than it is to maintain as much “white 
space” as is currently allocated to national interests. 
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